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Learning Objectives

* Participants will understand how to configure major components of
Linux/Ubuntu

— Account management
— Updates
— Firewall

* Participants will understand how to implement user-level configurations
within Ubuntu

— Account settings
— Group configuration
— Authentication and the PAM file

 Participants will understand commands that will be useful for securing a
Linux machine

e Participants will understand system and audit logging
— Overview
— Configuration
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* This unit will show you how
to make many of the same
security settings you made on
Windows in Units 7 and 8

— Linux has many of the same
vulnerabilities, so the fixes are
similar

* Linux does not have Settings
or Control Panel like in
Windows

* The System Settings menu
offers limited security tools

* Click the System Settings
button in the menu bar
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User Accounts

All Settings User Accounts

My Account

i cyberpatriot
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rdwar Account type] Administrator B

A, Hardware ) Other Accounts
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@® System
A o @ © <
Backup Date and Details  Mana gement Uy V]
me senice  Access || Accoun ¢

* Click User Accounts in the System Settings window

* Asin Windows, it is important to restrict root (Admin) privileges and password
protect all accounts

A.  To make account management changes, you must enact root permissions by clicking
Unlock and authenticate yourself by entering your password

B.  Switch users from Administrator to Standard User by clicking next to Account Type
Change passwords by clicking the asterisks next to the Password option
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User Accounts — Account Type

 Select the user archimedes
* To make changes, click Unlock and authenticate
 Keep Automatic Login set to off

 The user account type can be changed by clicking the
field next to Account Type

o

User Accounkts

All Settings User Accounts = Unlock I

My Account

cyberpatriot archimedes

" cyberpatriot

e Account Type| Standard

] Language English (United States)

Login Options

=
=

|

cantor

" cantor Password ssees
Automatic Login
chebyshev : :
\ cheblufsiev LastLogin May 9, 20:52 History
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User Account -- Passwords

e Click the field next to Password

—Set a password now allows you to change a user’s password
—Do not select Log in without a password
—The third option allows you to disable or enable an account

* Press Cancel to return to the User Accounts windows

F Y

User Accounkts

Allsettings User Accoul changing password for = Unlock
archimedes
My Account
cyberpatriot Action |[Set a password now |
cyberpatriot (Log in without a password )
Other Accounts New password [Disable this account )
Confirm password
cantor | show password
cantor
chebyshev .
chebyshev How to choose a strong password Cancel Change History
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System Settings
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The open-source community
regularly develops
improvements and patches
for Ubuntu

You should install these
updates regularly

Click the Ubuntu button in
the menu bar and search for
Update Manager

Click Settings on the Update
Manager Screen

. To set automatic updates, go
to the Updates Tab and
make sure “Automatically
check for updates” is set to
“Daily”

. After applying the changes,
install any available updates
from the main Update
Manager window
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Software & Updates

Ubuntu Software Other Software Jj Updates fauthentication Additional Drivers
Install updates from:
Important security updates (trusty-security)

Recommended updates (trusty-updates)
") Pre-released updates (trusty-proposed)

Unsupported updates (trusty-backports)

Automatically check for updatesl Daily - l
When there are security updates: | Displayimmediately -
When there are other updates: | Display weekly -
Notify me of a new Ubuntu version: | For long-term support versions v
Revert Close

» Description of update

[] Update Manager

Software updates may be available for your computer.

“ . The package information was last updated 168 days ago.
Press the "Check” button below to check For new software updates.

There are no updates toinstall.
Check

| close |

w Details of updates

& 2.8 MBwill be downloaded.
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System Settings
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Update Policy

* Three Important Tabs
— Ubuntu Software
— Other Software

— Updates

[Ubu ntu Softwarel Other Softwarel Updates] Authentication Additional Drivers Developer Options

Install updates from:

Important security updates (xenial-securiky)
Recommended updates (xenial-updates)

Unsupported updates (xenial-backports)

Automatically check For updates: | Never -
When there are security updates: d
When there are other updates: | Display weekly b
Notify me of a new Ubuntu version: | Never v
Reve Close

, . . . A
www.uscyberpatriot.org © Air Force Association’s CyberPatriot Program w




Installing Updates

* Click the Ubuntu button in the left-hand menu and search
for Update Manager

®
& '® update manager]

& Applications

® software Updater

% The software on this computer is up to date.

Settings... oK
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Enable the Ubuntu Built-in Firewall
(UFW) to prevent unauthorized access to
the computer

— The UFW is deactivated by default

accessible by

ebleny .

You can download Gufw, a graphical
firewall interface, from the Software
Center and use it to make changes to the
UFW in the GUI

You might need to install Ubuntu updates
before installing Gufw

By default, UFW is only
command line

+ -
b Listening Report
P Log

Source: https://help.ubuntu.com/community/UFW

www.uscyberpatriot.org

© Air Force Association’s CyberPatriot Program W



https://help.ubuntu.com/community/UFW

Using Gufw

* After downloading Gufw from the Software Center, click the

Ubuntu button in your menu bar = Search = Firewall Frewal [on_"/
Configuration incoming: [peny |+ 'l
* Click the Unlock button on the Gufw window - Enact root Outgoing: | Allow |+ A 4
permissions by authenticating - Turn Firewall Status On Rules
. . Ti Acti F
* The default (and recommended) rules governing traffic are - — —
to Deny all incoming traffic and Allow all outgoing traffic
* The Reject option is the same as Deny, but also sends a
notification to the sender that connection has been blocked
) . . ‘o Firewall: Add Rule
* The Preconfigured rule panel allows incoming oo
and/or outgoing traffic to be controlled for certain /
applications or services y oy (sopication Jsiee -
- Similar to the Windows Firewall Exceptions IiV i —

- Open entire ports by clicking the Simple or
Advanced tabs

Source: https://help.ubuntu.com/community/Gufw
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The Password file

» /etc/passwd
— Usually does not contain passwords (anymore)
— Contains user information

 Type cat /etc/passwd

cyberpatriot@ubuntu: ~

cyberpatriot@ubuntu:~$ cat fetc/fpasswd
root:x:0:0:root: /root: /bin/bash
daemon:X:1:1:daemon: fusr/sbin: fusr/sbin/nologin
bin:x:2:2:bin:/bin: fusr/sbin/nologin

* Typeman 5 passwd to view the manual for the
password file

— When you are done, press g to quit
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The Password File

cyberpatriot:x:1021:1021:cyberpatriot: /homefcyberpatriot: /bin/bash

User Name
User ID

Password Group ID

* User Name
— The name associated with this user account
— This is primarily used by humans to identify a user account
* Password
— x denotes password is stored in shadow file
e User ID — Numerical user ID, or “UID”
— The OS internally identifies users using their UID not Username
* Group ID — Numerical primary group ID, or “GID”
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The Password File

cyberpatriot:x:1021:1021:cyberpatriot: /homefcyberpatriot: /bin/bash

User Name
User ID Comment Home Shell

Directory

Password Group ID

* Comment
— Typically used to store the users “real name”
* Home Directory
— The current working directory when this user log in
e Shell
— The shell (or command) that gets executed when you log in

— How this user interacts with the computer when logging in on
the command line
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Listing Users

* Try running the following commands in the terminal:
— whoami

* Prints your current username
— users
* Prints the user names of users currently logged in to the current host
— who
* Printsinformation about users who are currently loggedin
- W
* Displays information about the users currently on the machine, and their processes

cyberpatriot@ubuntu: ~

cyberpatriot@ubuntu:~$ whoami

cyberpatriot

cyberpatriot@ubuntu:~5 users

cyberpatriot

cyberpatriot@ubuntu:~$ who

cyberpatriot tty7 2017-05-03 19:28 (:0)
cyberpatriot@ubuntu:~5 w

20:95:26 up 1 day, 1:46, 1 user, Lload average: 0.00, 0.81, 0.85
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
cyberpat tty7 :0 Wed19 25:46m 1:47 8.15s fsbin/upstart
cyberpatriot@ubuntu:~5%
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The gedit Command

Gedit is one of many text editor commands in Ubuntu
— Syntax: gedit [filepath]

— Unlike with other text editors, using gedit will cause a second
window to pop-up where you can easily change the text of a file

— This command will allow you to edit security policy files

* You need to enact root permissions before using gedit to edit files that cannot be
accessed by standard users (e.g. system and security files)

* When using gedit for the first time, go to Edit - Preferences - Uncheck “Create a
backup copy of files” to avoid saving issues

* Try using gedit by opening Terminal and entering gedit hello2.txt

— You will not be prompted to authenticate because this is a public
file
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Using gedit to Turn off the

Guest Account

e Like in Windows, the Ubuntu guest account is turned on by default

— You should disable it so people can’t access the computer anonymously

* The guest account is controlled by LightDM, the display manager controlling the Ubuntu
login screen

* To turn off the guest account, edit the LightDM file:
— After root authenticating, type gedit /etc/lightdm/lightdm.conf
root@ubuntu: fhome/cyberpatriot# gedit /etc/lightdm/1lightdm.conf

— Addthe line allow-guest=false tothe end of the Light DM file that pops up and click Save

— Restart your system and click your username button in the top-right corner of your desktop. The guest
account should be disabled.

BHE lightdm.conf (fetc/lightdm) - gedit

File Edit View Search Tools Documents Hel
B- P Open ~ E Save |g| |

| 7 lightdm.conf 3%

[SeatDefaults]
greeter-session=unity-greeter
user-sesgion=ubuntd

Sources: https://help.ubuntu.com/8.04/serverguide/C/user-management.html,
http://askubuntu.com/questions/451526/removing-guest-session-at-login-in-ubuntu-14-04
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 Type gedit /etc/login.defs

* This is a much longer file. To easily find the
section to edit, type Ctrl+F and then
“PASS MAX_ AGE”

* Modify the following variables to the same
recommended settings used in Windows:

— Maximum Password Duration:
* PASS_MAX_DAYS 90

— Minimum Password Duration:
* PASS_MIN_DAYS 10

— Days Before Expiration to Warn Users
to Change Their Password:

e PASS_WARN_AGE 7

e Save the file and close it

F

login.defs (fetc) - gedit

E_ POpen A

|| login.defs x

#

# Password aging controls:

#

# PASS_MAX_DAYS  Maximum number of days a password may be used.
# PASS_MIN_DAYS  Minimum number of days allowed between
password changes.

# PASS_WARN_AGE Number of days warning given before a password
expires.

PASS_MAX_DAYS 99999
PASS_MIN_DAYS ©
PASS_WARN_AGE 7

#

# Min/max values for automatic uid selection in useradd
#
UID_MIN 1000
UID_MAX 60000
# System accounts
#SYS_UID_MIN 100
#SYS_UID_MAX 999
PlainText ~ Tab width:8 ~ Ln 145, Col 56 INS

Sources: http://xmodulo.com/2013/12/set-password-policy-linux.html,
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* Type gedit /etc/pam.d/common-auth
e This file allows you to set an account lockout policy
* Add this line to the end of the file:

auth required pam_tally2.so @geny=5]onerr=fail[UmnMIock_tIMe=13090
* Save the file and close it

common-auth (fetc/pam.d) - gedit

File Edit View Search cuments Help

BB open - [ sae & Undo

[ commen-auth ¥

# fetc/pam.d/common-auth - authentication settings common to all services
#

# This file is included from other service-specific PAM config files,

# and should contain a list of the authentication medules that define e S e n u er o

3 The Zentrel suthentication schene for usc on the systen m Sets the account
# (e.g., Jetc/shadow, LDAP, Kerberos, etc.). The default is to use the
# traditional Unix authentication mechanisms. II H H

: allowed r1alled l1ogin ; ;

# As of pam 1.08.1-6, this file is managed by pam-auth-update by default. IOC ko ut d u ratlon In
# To take advantage of this, it is recommended that you configure any

# local modules either before or after the default block, and use . .

# pam-auth-update to manage selection of other modules. See attem ts In t ls Ca Se 5 . .

# pam-auth-update(8) for details. Seconds (In th IS

# here are the per-package modules (the "Primary" block)

auth [success=2 default=ignore] pam_unix.so nullok_secure .

auth [success=1 default=ignore] pam_winbind.so krb5_auth krb5_ccache_type=FILE

case, 30 minutes)
# here's the fallback if no module succeeds

auth requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

auth required pam_permit.so
# and here are more per-package modules (the "Additional” block)
auth  optional pam_smbpass.so migrate

auth optional pam_cap.so
# end of pam-auth-update config

PlainText » Tab width: 8 ~ Ln1, Col1 INS

Source: http://linux.die.net/man/8/pam_tally
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Turn off the Guest Account

* Turned on by default

LightDM: display manager controlling the login screen
Type sudo gedit /etc/lightdm/lightdm.conf
Add the line allow-guest=false under [Seat:*]

yberpatriot@ubuntu:~S sudo gedit /Jetc/lightdm/lightdm.conf

(gedit:10875): IBUS-WARNING **: The owner of /home/cyberpatr
is not root!

o

Open ~ m *lightdm.conf
(gedit:18875)

op . DBus . Error [IEEELEA

RN Iets 2 U tologin-user=
allow-guest=Ffalse|
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Password Age Policy

* In aterminal, type sudo gedit /etc/login.defs

Maximum Password Duration: PASS MAX DAYS 90
Minimum Password Duration: PASS MIN DAYS 5
Password Warning Before Expiration: PASS WARN AGE 7

cyberpatriot@ubuntu:~S$ sudo gedit /etc/login.defs

- Open il login.defs
#
# Password aging controls:
=
= PASS MAX DAYS Maximum number of days a password may be
used.
B PASS MIN_DAYS Minimum number of days allowed between
password changes.
H PASS WARN_AGE Mumber of days warning given before a
password expires.
i
PASS MAX _DAYS 99999
PASS MIN DAYS J o
PASS_WARN_AGE 7

q . . .. . Rl
www.uscyberpatriot.org © Air Force Association’s CyberPatriot Program W



The chmod Command

 Chmod allows you to change file permissions

Change permissions for Add or subtract Specify whether read, write,
the user, group, or others permissions or execute privileges are
being changed

e Syntax: chmod [uU,g or o[+ or -]J[F,w, or x] [filepath]

— Do not put spaces between the three fields after “chmod”

* Example:
1. Type chmod o-r hello2.txt
2. Type ls -1 hello2.txt

3. If your permissions originally matched those on the last slide, you should see
hello2.txt’s new file permissions as shown below

cyberpatriot@ubuntu:~-5 1ls -1

-T'W-Tw---- 1 cyberpatriot cybercamp 57 May 29 09:34 hello.txt

Sources: http://condor.depaul.edu/dpowebpg/support/chmod.htm],
https://help.ubuntu.com/community/FilePermissions
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* Work very similarly to Windows

— Root permissions are required

1. To list all groups:
cat /etc/group

2. To add a group:

addgroup [groupname]

3. To add a user to a group:

adduser [username] [groupname]

www.uscyberpatriot.org

root@ubuntu: fhome/cyberpatriot# cat [fetc/group
root:x:0:

daemon:x:1:

bin:x:2:

sys:x:3:

adm:x:4:syslog,cyberpatriot

fax:x:21:

voice:x:22:
cdrom:x:24:cyberpatriot
floppy:x:25:

tape:x:26:
sudo:x:27:cyberpatriot
audio:x:29:pulse
dip:x:30:cyberpatriot
www-data:x:33:

backup:x:34:
test:x:1002:cyberpatriot,guest
cybercamp:x:10803:cyberpatriot
root@ubuntu: fhome/cyberpatriot#

© Air Force Association’s CyberPatriot Program




Services

* Can be viewed and managed in the GUI

* Toinstall, type apt-get install bum in Terminal
e After installing, type bum to run

F S

Boot-Up Manager

File Services Help

Activate Description Running
Tostartaservice, |
right-click it and o . 9726217383c5d7¢9454fe7d0db64bda2 , When a service
lect “Start” ”  speech-dispatcher ’ ]
Select -otar g  6841b0cFd74741276406b0948b8FI867 , is started, the
cups-browsed light bulb will
& 330bcb97ef14d708a3Ff5db273fe5cd73 = .
To enable a kerneloops ’ light up. When
service, check the > o a‘fj‘:'?tlng86394a1aad30659fa99413f455 , stopped, the
box next to it @  Scannerservices 9 light bulb will
Sl be dark.
Restores DNS
“ pppd-dns 9
g Configures your system for internet access via a modem _
dns-clean -
Apply| [] Advanced Quit
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